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KoH(urypryipoBaHue NOrpaHAYHOr0 KOHTPOJL/Iepa CecCuu
SBC (yckopeHHBIM KypcC) v.1

J/IMTe/IbHOCTE Kypca: 4 akaJleMUueCcKux yaca

IeneBas ayguropus:

— CucreMHble aIMUHUCTPATOPHI;

— CrenyanucTbl TEXHUYeCKUX U WH)KeHepPHBIX CITYXKO;

— VIHKeHephbl COTIPOBOJK/EHHUSI U TeXHUUYECKOM MOA/1ePKKY;

— Paspabortuuku ceteBoro I10;

— TexHrWuecKui nepcoHas 3KCIUTyaTaluu ceTel Tesie()OHHOM CBSI3U.

TpeOdoBaHUsA K yUaCTHUKAM:

— HcuepnibiBatoniyie 3HaHUsi 0 (QyHKUMOHUpOBaHUM ceTeil [P-TenedoHUM B pamMKax HCIOJIb30BaHUS
TIOTPAaHUYHBIX KOHTPOJIEPOB CECCHH, >KeslaTesieH OMbIT paboThl C TOAOOHBIM 000pyJOBaHHEM
nMr060T0 MPOU3BO/ICTBA;

— OnbIT HacTpOWKM 000pYZOBaHUS, WCIO/IB3yEMOTO0 B CeTSX Tene()OHHOW CBA3U Pa3IMYHOTO
Ha3HaueHwus;

— Hageiku pabotsi ¢ TTK Ha ypoBHe yBepeHHOT0 Mosib3oBaTess (Linux, MS Windows);

— 3HaHMe OCHOB TMOCTpoeHus 1 (HyHKL[MOHUPOBaHUs ceTell mepefauu AaHHbix (CI11);

— 3Hanue creka rportokosioB TCP/IP;

— IToHnMaHue TPUHLIAIIOB paboThl TpaauroHHou (TDM) u IP-tenedonuu;

— basoBble 3HaHus MPOTOKOJI0B curHanu3sauuu SIP, SIP-T, SIP-I, SIP-QQ.

Pe3ybTaTsl 00yyeHus:
Ymern:

— TIpUMeHSTh 0a30Bble 3HAHUS O CYIIECTBYIOIIUX MO/E/ISIX MOTPaHUYHBIX KOHTPOJLIepoB ceccuii SBC
npousBozactBa OO0 «IIpeanpusitue «ATEKC»;

— yBepeHHO KOH(UTyprpoBaTh KOHTpoJiep ceccuii SBC coryiacHO ToCTaB/IeHHBIM B TIPOEKTe 3aJjauam,
BBITTO/THATE 6a30BYI0 MPOBEPKY TOYYEHHOTO pe3y/IbTara;

— WCTO/b30BaTh U3MepHTeIbHOe 000py/J0BaHHE U BCTPOEHHbBIE CPe/ICTBA OT/IaAKHY;

—  BBINOJIHATH 0A30BYI0 HACTPOWKY CTAaHIIMOHHOTO 000pyI0BaHUs (C MCII0/Ib30BaHUEM [JOKYMEHTALIUH)
Y NoiK/ItouaTh KoHTpoJsiiep ceccuii K IP-ATC B cetu [P-tenedonunu npenpusiTus.
3HaTh:

— OCHOBHbIe MPUHLUIBI PYHKLIMOHUPOBaHUs COBPeMeHHbIX ceTeil [P-Tenedonnu;

— anmapaTHbIA cocTaB U (PYHKLMOHA/IbHbIE BO3MOXXHOCTH Pa3/IMUHbIX MO/ie/ield KOHTPOJIJIEPOB CeCcCri
SBCG;

— JIoNyCTUMble nlapaMeTpsl /151 KoHpurypupoBaHus SIP-Destination u SIP-Users 3amnuceis;

— TIpuHOMIT paboThl KOHTpOJIepa ceccui, Bbibopa RuleSet v mpoxokaeHWs COAepXKallUXCs B HEM
TpaBUJI.
Baapaers:

— HaBblKaMHu 0a30BOTr0 TIPOeKTHpOBaHUs cereii IP-TeslehoHMHM C 1ie/IbI0 YCTAaHOBKU M JKCIUTyaTaldU
NOrpaHUuHbIX KOHTposiepoB ceccu SBC npounssogcerea OO0 «IIpeanpusitue « AnTekc»;

— HaBbIKAMHM aHa/M3a BO3HUKAIOIIMX B TIpoIlecce SKCIUTyaTalid Tpo0/jeM U HWHBIX CUTYaLUH,
CBSI3aHHBIX C HEOOXOJUMOCTBIO OT/IaZIKU KOoHTposiepa SBC;
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HaumeHoBaHue Omnucanue Bpemsa
Tema: 1. Mojie1bHBIN PAi/| YCTPOMCTB ¥ OCHOBHBIE XapaKTepPUCTHKH. 0,5 yaca
OmnucaHue: 1.1. O630p MHENHKY TTOrPaHUUHBIX KOHTPOJIJIEPOB CECCHM TTPOU3BO/ICTBA 0,5 vaca
OOO «IIpeanpusTie «DITEKC».

1.2. OcHOBHbIe XapaKTepPUCTUKH YCTPOUCTB.

1.3. TIpOTOKOJIbI ¥ IOCTYTIHBIN QYHKIIMOHAJI.

1.4. Cni1COK AOCTYITHBIX JTULIEH3UM.

1.5. @yHKIMOHaIbHbBIE CXeMbl YCTPOUCTB.

1.6. TIpumep ucrosnib3oBaHust 000pyjoBaHus Ha ceTu [P-TenedoHuu.
JlabopaTopHas: —
HaumeHnoBaHue Onucanue Bpems
Tema: 2. ApxuTeKTypa U annapaTHbIM COCTaB. 0,5 yaca
Omnucanue: 2.1. AnmapaTHbIi COCTaB YCTPOMCTB. 0,5 vaca

2.2. BasoBas nnardpopma SMG, ocobeHHOCTH pabOTHI.

2.3. TexHnueckrie XapaKTePUCTUKU Y TTapaMeTpbl SKCIUTyaTaLluu.
JlaGopaTopHasa: |—
HaumeHnoBanue Onucanue Bpems
Tema: 3. CeTeBble HACTPOVKH M yIIpaBJ/IeHHE. 0,5 yaca
OnucaHue: 3.1. cnonb3oBaHue cTaTHuecKoi (static) u auHamuueckoi (DHCP) 0,5 yaca

aZipecaru.

3.2. Ucnonb3oBanue pasnnunbix VLAN /i cCUrHaiu3aLum, rojoca,

yTpaB/ieHUs.

3.3. YnpaB/iieHrMe ¥ MOHUTOPUHT MPU MMOMOLY TTpoToKoia SNMP.

3.4. PaccmoTpeHue BOMPOCOB CeTeBOi 6e30MmacHOCTH YCTPOMCTBA.

Cunxponuszauus ¢ NTP-cepsepom.

3.5. Tabnumiia MapipyTu3aiuu, 1o0aBieHue MapiIpyTOB.

3.6. Y1ipaBiieHue yCTPOUCTBOM Ipu oMol Web-koHduryparopa.

3.7. YnpaBjiieHUe yCTPOKWCTBOM B KOHCOJIbHOM pexxume (CLI).

3.8. CHpoc HaCTpoeK yCTPONCTBA Ha 3aBO/ICKHe, BOCCTaHOB/IEHHe TIapoJisi.
JlabopaTopHas: —
HaumeHoBaHue Onucanue Bpems
Tema: 4. CHHTaKCHC pery/isipHbIX BbIpa)KeHHH. 0,5 yaca
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¢nypa. 3amumra ot Port Scan. Hactpoiiku s 3amutel ot SIP ¢uyza.
7.2. [liHAMUYeCKUI U CTaTUUeCKUH OpaHaMaysphbl.
7.3. Hactpoiika SSL/TLS ceptu¢ukaros.

7.4. Co3fjaHue pe3epBHOM KOIWK KOHGUTypaLUU, BOCCTAHOB/IEHHE,
obHoBieHre 110 u mieH3un. OcoOeHHOCTH JTULIEH3UPOBAHUS.

7.5. ITonyuenne PCAP TpaccupoBoK, otiazka ripu oMoy SYSLOG.
Ytunutel PING u TRACEROUTE.

7.6. [leproanueckyie peraaMeHTHbIe pabOThI 110 00C/Ty>KUBAHUIO

KoHTpoJiiepa ceccuii SBC.

Omnucanue: 4.1. VIsyueHue CMHTaKCHCa peryysipHbIX BelpakeHUN. PerieHne 3azau. 0,25
4.2. Pa3pen RuleSet, u3yueHue nMpyUHILAIIOB (POPMUPOBaHUS TIPOBEPOUYHBIX yaca
TIpaBuIL.
4.3. JonyctuMble ycioBusi B ripaBusie (RuleSet), mpumepbl MCIO/Ib30BaHUSI.
JlaboparopHasn: |4.1. V3yyeHue perynspHbIX BelpakeHHH SBC Ha MpakTHUeCKHUX rprMepax. 0,25
Perienue 3ajau. yaca
HaumeHnoBaHue Onucanue Bpems
Tema: 5. Hactpoiiku koHTposiiepa no cxeme Users-to-Destination. 1 yac
Omnucanue: 5.1. [Tpunnun pervcrpauyu aboHeHToB uepe3 SBC. IIprMeps! rpaBuiI. 0,25
5.2 Hactpotiku RTP/RTCP, 3aBrcaHue cecCUii, OrpaHAYeHre BbI30BOB. yaca
5.3. Peructpanus tenedoHHoro arnmnapara Ha BuptyanbHoi ATC ECSS-10
yepe3 SBC.
5.4. Ba3oBbIii BEI30B MexkAy aboHeHTamu BUpPTyanbHONH ATC, MOHUTODHHT U
CTaTUCTHKA.
JlaGoparopHas: {5.1. Hactpotika cxemsr Users-to-Destination. 0,75
yaca
HaumeHnoBaHue Onucanue Bpems
Tema: 6. HacTpoliku KoHTpoJIepa 1o cxeme Destination-to-Destination. 0,75
yaca
Onucanmue: 6.1. ITogknroueHre TpaHKa BO BXOJIEM COeiMHeHuH, aganTtatmu SBC. 0,25
6.2. Ucnonb3oBanue SIP-Destination B Ucxozsllield CBSI3W, OTpaHUYeHUsT yaca
BbI30Ba, TpaHKU c peructpauueit (UAC/UAS).
6.3. [Ipumeps! popmrpoBaHus rpaBui pasgena RuleSet, npuopurer
TpaBUJI.
6.4. Pe3epBUpOBaHue UCXO/SILeN CBSI3W Ha HECKOJIBKO TPAHKOB T10 CXeMe
«Active-Active» u «Active-Backup».
JlaGoparopHas: |6.1. Hactpoiika cxembl Destination-to-Destination. 0,5 yvaca
HaumeHoBaHue Omnucanue Bpems
Tema: 7. Bonpochl 0e30MacHOCTH YCTPOMCTBA, perjiaMeHTHbIe paboThI. 0,25
yaca
Onucanue: 7.1. Vizyuenue pasgena «BesonacHocTb». 3amuta oT DoS-atak u ICMP/RTP | 0,25
yaca
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JlaGopaTopHas: |—
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