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OcHoBBbI ceTeBbIX TeXHOJOrui. Yactp 2 (v.2)

JIMTeIbHOCTB Kypca: 72 akaJeMHUYeCKHX Jaca

HeneBas aynuropus:

— Crynentsl, o0yuarommuecs B cCy3ax U By3ax;

— CucreMHble aIMUHUCTPATOPBI;

— CnenuanucTel TEXHUYECKUX U MHKEHEPHBIX CITYXkO;

— HuxeHepsl CONPOBOXKIACHUS U TEXHUYECKON TTOJIEPKKU.

TpeboBaHus K y4aCTHHUKAM:

— IlpensaputenbHo npoitAeHHbIN Kypc «OCHOBBI CETEBBIX TEXHOJIOTUN. HacTh 1» UM aHATOTUYHBIIH;
— 3HaHUEe OCHOBHBIX KOMIIOHEHTOB KOMIIBIOTEPHBIX CETEH;

— 3nanue ocHOB paboTsl mpoTokonoB ARP, IPv4 u IPv6, TCP, UDP, DHCP, DNS, HTTP;

— 3nanue mozeneit OSI, TCP/IP u nornmaHue npoiiecca B3auMOICHCTBHUS TPOTOKOJIOB.

PesyabTaTsl 00yyeHus:

Ymern:
— MPOU3BOAUTH 0A30BYIO0 HACTPOUKY 00OPYAOBaHUS C OMOIBI0 KOMAaHHON CTPOKH;
— MPOU3BOJUTH HACTPOUKY MPOTOKO0JIOB MapiupyTuzanuu: RIP, OSPF;
— IPOU3BOJAUTH HACTPOMKY MPOTOKOJIOB KommyTauuu: STP, LACP;
— TPOU3BOJUTH HACTPOUKY IpoTokoia Syslog.
3HaTh:
— pasnuyuusg MeXay KOMMYTaTOpOM M MapIIpyTHU3aTOPOM;
— MIPUHLUNBI pabOTHl TEXHOJIOIUH U poTokoioB kommyTanuu: STP, VLAN, TRUNK;
— MNpUHIMIBI paboThl TexHOJOrui U nporokonos: ACL, DHCP, NAT;
— MPUHLUNBI pabOTHl IPOTOKOJIOB MapLIPyTH3ALNH;
— paboTy 1 00S3aHHOCTH TEXHUICCKON TIOIIICPIKKH.
Baagern:
— HaBBIKaMH 0A30BOTO IJIAHUPOBAHUS U TPOCKTHPOBAHUS CETH;
— HaBBIKAMHU CO3JIaHMsI U KOH(PUTYPHUPOBAHHUS CETEBBIX UHTEP(PENCOB MapILIPyTH3ATOPA;
— HaBBIKAMU KOH(PHUTYPHPOBAaHUS OOMEHA MapUIPyTaMH C MTOMOIIBIO CETEBBIX POTOKOJIOB
JuHaMmuueckor Mapupytuzanuu RIP, OSPF;
— 0a30BBIMH HAaBBIKAMHU TIOWCKA M YCTPAHEHUSI HEUCIIPABHOCTEH.
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Y4eOHO-TeMaTHYeCKHUIl IJIAH
«OcHoBBI ceTeBbIX TexHOJIOrui. Yacts 2 (v.2)»

HaumenoBanue Onucanue Bpems
Tema: 1. O0mue cBegeHNsI 0 CETEBBIX YCTPOIiCTBAX. 4 yaca
Onucanue: 1.1. MeTtonbl focTyna K CETEBOMY YCTPOUCTBY. 3 yaca

1.1.1. [TogkmroueHue K CETEBOMY YCTPOUCTBY.
1.2. O630p mapmpyTuzatopoB ESR.

1.2.1. Mogenu ESR u ux xapakTepucTHKH.
1.3. YcrpotictBo mapmipyTtuzaTtopa ESR.

1.3.1. KoHCTpYyKTUBHOE HUCTIOTHEHHE.

1.3.2. 3arpy3ka MapiipyTu3aTopa.

1.3.3. ®aiinbl KOHPUTYpAIHH.

1.3.4. Komananas crpoka mapuipytuzaTtopa ESR.
1.3.4.1. PexxuMbl KOMaHIHON CTPOKH.
1.3.4.2. IlepexitoueHue MEKYy PEKUMAMHU.
1.3.4.3. CtpyKkTypa KOMaH.
1.3.4.4. CipaBKH KOMaHJIHOW CTPOKH.

1.3.5. Mexanusm commit u confirm.

1.4. O630p kommyTaropoB MES.
1.4.1. Monenu MES 1 ux xapakTepuUCTUKH.
1.4.2. ®ynknuonan kommytaropoB MES.
1.5. YerpoiictBo kommyTtaTopoB MES.

1.5.1. KOHCTpYKTUBHOE HCTIOJIHEHUE.

1.5.2. 3arpy3ka KoMMyTaTopa.

1.5.3. ®aiinel KOHPUTYpAITUH.

1.5.4. Komannnas ctpoiika kommyraropa MES.
1.5.4.1. PexxuMbl KOMaHJHON CTPOKH.
1.5.4.2. IlepexntoueHne MEXY peKUMaMH.
1.5.4.3. CripaBKH KOMaHJIHOW CTPOKH.

1.6. O630p OecpOBOAHOTO 0OOPYAOBAHHMS.

1.6.1. Moaenu u XapakTepUCTUKH.

1.6.2. TTapameTpbl 6€CIIPOBOTHOTO MOAKITIOUCHUS.
1.6.2.1. Mento Radio.
1.6.2.2. MeHnto Vap.

JladopaTopnasi: |1.1. 3HaKOMCTBO ¢ 000pYy/IOBaHHEM U BUPTYaIbHOM J1aboparopueii PnetLab. | 1 gac

HaumenoBanue Onucanue Bpems
Tema: 2. KomMyTaTropbl 1 KOMMYTAaIH. 4 yaca
Onucanue: 2.1. KommyTarus. 3 yaca

2.1.1. JloMeHbI KOJUTU3HIA.

2.1.2. Jlomensl mupoxroBenaTenbHou pacchuiku (broadcast domains).
2.2. Tabnuiia KOMMYTaIIUU.

2.2.1. ®yHKUIMOHUPOBaHUE TaOIUIBI KOMMYTAlUU.

2.2.2. IlpocMmoTp U yripaBiieHHe TabauLeld KOMMYTaLUH.
2.3. NuTtepodeiicel KOMMyTaTOpA.
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2.3.1. Untepdeiicet ypoBas L2.
2.3.2. UnTepoeiicol ypoBHs L3.
2.3.2.1. ®usnueckue uHTEpPEICH ¢ ycTaHOBICHHBIMU [P-
azpecamu.
2.3.2.2. Unrepdeticer SVI.
2.3.2.3. Unrepdeticer oOpatHoii netnu (loopback).
2.4. BupryanbHbie gokanbHbie cetd (VLAN).
2.4.1. Ilpuauuns! padotsl VLAN.
2.4.2. Ilpouecc TerupoBaHus KaapoB.
2.4.3. Unentupukarop VLAN.
2.4.4. Co3nanue u ynanenue VLAN.
2.4.5. ITlpeumymectsa VLAN.
2.4.6. Tuner VLAN.
2.5. llopTsl moCTyna ¥ MarucTpanbHbIe OPTHI.
2.5.1. IlopTel nocryma.
2.5.2. Haznauenue noptoB B VLAN.
2.5.3. Ynanenue nopra goctyna u3z VLAN.
2.5.4. MarucrtpanbHble IOPTHI.
2.5.4.1. ®yHKIMOHUPOBAHNE MATUCTPAIILHOTO MTOPTA.
2.5.4.2. HererupoBaHHblil TpapuK Ha TPAHKOBOM HOPTY.
2.5.4.3. Kondurypanus TpaHKOBBIX TTOPTOB.
2.6. ba3zoBas HacTpoiika KOMMYyTaTOpa.
2.6.1. [logkiroueHrne K KOMMYTaTopy.
2.6.1.1. I[lopxirouyeHne 0 KOHCOJBHOMY HOPTY.
2.6.1.2. IloaxkmroueHue No 3aluIieHHOMY npoTokoiy SSH.
2.6.1.3. IToaximouenne nocpeactsom Web-unrepdeiica.
2.6.2. Ima ycTpoiicTBa.
2.6.3. banHepHbIe COOOIIEHUS.
2.6.4. be3onmacHOCTh KOMMYTATOpa.
2.6.4.1. YpaBiieHne KOMMYTaTOpPOM Ha OCHOBE POJIEH.
2.6.4.2. Co3nanue u yAaJIeHHE YISTHBIX 3aIHCeH
M0JIb30BaTENEN.
2.6.4.3. BpeMeHHOE NOBBIIICHUE YPOBHS IPUBUIIETHN
MIOJIb30BATEI.

JladopaTopuas: |2.1. Coznanue u ynanenne VLAN — pexxumsl access # trunk. 1 gac

HaumenoBanue Onucanue Bpems

Tema: 3. MapupyTu3aTopbl. 4 yaca

Onucanue: 3.1. ba3oBas Hactpoiika mapmpyTtusatopa ESR. 3 gaca
3.1.1. IlepBoe BKIIFOUEHHE MapLIPYTU3ATOPA.
3.1.2. Hactpoiika IMEHH yCTpOICTBa.
3.1.3. Hacrpoiixa IP-anpeca Ha unrepdoeiice.
3.1.3.1. Hactpoiika ¢pusznueckoro unrepdeiica GigabitEthernet.
3.1.3.2. Hactpoiika uatepdeiica Loopback.
3.1.3.3. Hactpotika Sub-unrtepdetica.
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3.1.3.4. Hactpoiika QinQ-untepdeiica.
3.1.4. lllnro3 mocnenHen HaaeKabl.
3.1.5. YpanenHoe ynpaBieHHE MapIIpyTU3aTOPOM.
3.1.6. Hactpoiika 1aTel 1 BpEMEHH.
3.1.7. banHepHbIEe COOOIICHUSI.
3.2. IIpoBepka coeTMHEHHUS.
3.2.1. CooOmienus ICMPv4.
3.2.2. TectupoBaHueE JOKAJIBHOTO Y3J1a.
3.2.3. TecTupoBaHME yIAJICHHOTO y37a.
3.2.4. TectupoBaHue NyTH.
3.3. ABropwu3anus, ayTeHTU(DUKAIUSI U yUeT.
3.3.1. Obumme moustust AAA.
3.3.2. Co3nanue mojiabL30BaTENS.
3.3.3. biiokupoBKa nojab30BaTes.
3.3.4. 3ammTa ¢ MOMOIIBIO ayTeHTU(DUKAIUH.
3.3.5. [Taponu ua nmunauu Console, Telnet u SSH.

JlaGoparopuas: |3.1. bazoBas HacTpoiika MapuIpyTU3aTopa. 1 gac

HaumeHnoBanue Onucanue Bpems

Tema: 4. MapmipyTu3aums 4 TUNIBI MAPIIPYTH3ALMHU. 8
4yacos

Onucanue: 4.1. PemieHue o nepechbuIKe MAKETOB. 4 yaca
4.1.1. AIroput™ NpUHATHS PEILICHUS.
4.1.2. Metpuxka (Cost).
4.1.3. Ilpennourenue (Preference).
4.1.4. banancupoBKa Harpy3KH.
4.1.5. OnTuMaNbHbIN MapHIpyT.
4.1.6. MexaHn3MBbl IEPECHUIKY [1aKETOB.
4.2. Tabnuiia MapuIpyTHU3aIiy.
4.2.1. McTOYHUKY TaOIUIBI MapIIPyTU3ALIUH.
4.2.2. 3anucu TaOIUIBI MAPUIPYTU3AIUH HATIPSIMYTO TIOIKITFOYSHHBIX
CeTen.
4.2.3. 3anucu TabauIpl MapIIPYTU3ALNN yIaJE€HHBIX CETEH.
4.2.4. Anpec cienyroliero nepexoaa.
4.2.5. Tepmunbl TaOIUIIBI MAPIIPYTH3ALUH.
4.2.6. IIpumep TabIUIBI MapIPyTU3ALUH.
4.3. MapupyTu3anusi maxkera.
4.3.1. ITyTp makera no ceTu.
4.3.2. OTnpaBka nakera.
4.3.3. Ilepecblika Ha CIEAYIOMNNA TEPEXO/I.
4.3.4. JlanpHelIIee TBMKCHHE TIaKeTa.
4.3.5. JlocTikeHrE MECTa Ha3HAYCHMUSI.
4.4. Mapmpytuzanus mexxay VLAN.
4.4.1. [Ipo6nemsl mapiipyTtuzanuu mexxay VLAN.
4.4.2. TpaguumOHHBIM METOJ MapIIPyTH3AIUH.
4.4.3. Meton Router-on-a-Stick (ROAS).
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4.4.4. MapuipyTtuzanus yepe3 kommyrtarop L3.
4.4.5. Ilpumep KOH(MUTYpALIUU MAPIIPYTU3ALMH 10 TPATUIIMOHHOMY
METOLY.
4.4.6. IIpumep HacTpoiku MapuIpyTH3anuu MetoaoM Router-on-a-
Stick.
4.4.7. IIpumep HaCTPOMKHU MapUIPyTH3ALUHU YE€pe3 KOMMYTAaTOp
ypoBHs L3.
JlabopaTopuas: (4.1. Mapmpytusanus mexxagy VLAN. 4 yaca
4.2. Mapmpytuzanus mexxay VLAN c ucnons3oBanuem Router-on-a-Stick.
4.3. CraTnueckas MapiipyTH3aLusl.
HaunmenoBanue Onucanne Bpems
Tema: 5. Cratuyeckasi M JMHAMUYECKAs MapLIPYTU3alUsl. 8 yacos
Onucanue: 5.1. Cratuueckue MapLIpyThl. 4 yaca

5.1.1. 3agauu cTaTMYeCKOl U TUHAMHYECKON MapLIpyTHU3aLUH.
5.1.2. CpaBHEHHE CTATUUECKHUX M JUHAMUYECKUX MapLIPyTOB.
5.1.3. CuHTaKCHUC CTaTUYECKOTO MaplIpyTa.
5.1.4. Tunel 3anucei MapLIPyTOB.
5.1.4.1. Cratuyeckuii MapuipyT.
5.1.4.2. Cratudeckuil MapmpyT [0 YMOJIYaHHUIO.
5.1.4.3. CymmapHbIil cTaTUYECKUN MapuIpyT.
5.1.4.4. IInaBarommii cTaTU4ECKUA MapIIpyT.
5.2. JInHaMU4eCKHEe MapIIpyThl.
5.2.1. Mcropus NpoTOKOJIOB MapUIpyTH3aLUH.
5.2.2. KoMnoHEeHTH! IPOTOKOJIOB MapIIPyTU3ALIUH.
5.2.3. XapakTepUCTUKHU MPOTOKOJIOB JUHAMUYECKOIN MaplIpyTH3aLHH.
5.2.4. Knaccudukanusi npoToKOJIOB AMHAMUYECKON MapIIpyTU3AIUH.
5.2.4.1. Knaccudukanus no Ha3HaAYCHUIO.
5.2.4.2. Knaccugukauus no npuHIMILY paboThI.
5.2.4.3. Knaccudukanus no K1accoBoMy MOBEJICHHIO.
5.3. IIporoko:xn RIP.
5.3.1. O6ume cBeaenus o RIP.
5.3.2. [Ipunnumn paboThl MPOTOKOJIAa HA OCHOBE JUCTAHIIMOHHO-
BEKTOPHOI'O aJITOPUTMA.
5.3.2.1. 3amyck nNpoTOKoOJia MOCIIe BKIIOYSHUS TUTAHUS.
5.3.2.2. CereBoe 0OHapyKeHUE.
5.3.2.3. OOMeH JaHHBIMU MapIIPYTU3AIUH.
5.3.2.4. O0ecnieueHne CXOAUMOCTH.
5.3.3. Anroput™m bennmana-®opna.
5.3.4. ®opmar coobmenusi RIPv2.
5.3.5. Hacrpoiika mporokosa RIP.
5.3.5.1. Co3nanue u HacTpoiika nporecca RIP.
5.3.5.2. Hactpoiika Ha uHTEpdEiice.
5.3.5.3. OObsBIEHUE CETEH.
5.3.5.4. IlaccuBHbI nHTEpDEIiC.
5.3.5.5. MexaHu3Mbl MPOTUB METEb.
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5.3.5.6. Taiimepsbl.
5.3.5.7. IIpoBepka KOHPUTYpAITUH.
5.3.6. ITpumep Hactpoiiku RIP.
5.4. Ilporokon OSPF.
5.4.1. Oomue ceenenus o OSPF.
5.4.2. Ilpuniun paboThl MPOTOKOJIA HA OCHOBE JITOPUTMA T10
COCTOSTHUIO KaHaJa.
5.4.2.1. COop naHHBIX.
5.4.2.2. O6HapyXeHHEe coceeH.
5.4.2.3. Co3naHue nakera COCTOSIHUS KaHaja.
5.4.2.4. JlaBuHHas pacchlika.
5.4.2.5. Coznanue 6a3bl TaHHBIX.
5.4.2.6. Co3nanue nepeBa KpaTdyalllnx MmyTeu.
5.4.2.7. lobaBneHue JTyqIINX MapIIPyTOB B TAOIHUILY
MapILpyTHU3ALHH.
5.4.3. Anroputm JlelKCTpBl.
5.4.4. Komnonentsr OSPF.
5.4.4.1. ba3bl JaHHBIX U TUIIBI TAKETOB.
5.4.4.2. CocrosHus.
5.4.4.3. Tunsl MapIPyTU3aTOPOB.
5.4.4.4. Tunbl obnacreit.
5.4.4.5. Tunbl 3anucei.
5.4.4.6. Tunsl cereit.
5.4.4.7. Ponu MapupyTHU3aTOpOB.
5.4.4.8. Beibop DR.
5.4.5. ®opmar coobmenuss OSPFv2.
5.4.5.1. ®opmar nakera npuserctsus (Hello).
5.4.5.2. ®opmar nakera onucanus 6a3el JaHHBIX (DBD).
5.4.5.3. ®opmar nakera 3anpoca 6a3bl faHHBIX (LSR).
5.4.5.4. ®opmar nakera 0OHOBJICHHUS COCTOSIHUS KaHaa
(LSU).
5.4.5.5. ®opmar nakera NOATBEPKIEHUS COCTOSIHUS KaHala
(LSAck).
5.4.6. Hactpoiika OSPF.
5.4.6.1. Coznanue mpouecca OSPF.
5.4.6.2. Bxintouenne OSPF na untepdeiice.
5.4.6.3. Tumnsl cocencTBa U ayTEeHTU(UKALIMSL.
5.4.6.4. O6bsBNICHUE CETEH.
5.4.6.5. Taiimepsl.
5.4.6.6. IIpoBepka KOH(PUTYpALIUH.
5.4.7. llpumep nactpoiiku OSPF.

JlabopaTopuas: |5.1. CtaTuueckast MapIIpyTHU3aLysl ¢ UCIIOJIb30BaHUEM CYMMAapHOTO U 4 yaca
IIJIABAOIETO MapIIPyTOB.

5.2. lunamuueckas MapipyTusanus 1no nporokoiy RIP.
5.3. Ilunamudeckas MapiipyTtusanus no nporokoiny OSPF.

HaumenoBanue Onucanue Bpems
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Tema:

6. IP-cepBuCHI.

9 yacoB

Onucanmue:

6.1. [IpoTokoy TMHAMHYECKON KOHPUTYpALIUHU y3IIa.
6.1.1. DHCP nnsa IPv4.
6.1.1.1. [IpuaUIMT paboTHI.
6.1.1.2. ®opmar cooOIIeHusI.

6.1.1.3. CooOrmieHre 0OHApY)KEHUS U MPEITIOKECHUS.

6.1.1.4. DHCP relay.

6.1.2. Hactpoiika DHCP-knuenTa.

6.1.3. Hactpoiika DHCP-cepBepa.

6.1.4. Hactpoiika DHCP-petpancnsitopa.

6.1.5. ITposepka DHCP.

6.2. [IpeoOpa3oBaHuE CETEBBIX aPECOB.

6.2.1. O6mue xapakrepuctuk NAT.
6.2.1.1. Ilpeanoceuiku k coznanuio NAT.
6.2.1.2. TepmunOnorus u npuHIUi padotst NAT.
6.2.1.3. Ilpeumy1iiecTBa U HEJOCTATKHU.
6.2.1.4. Tunsl npeodpazoBanus NAT.

6.2.2. Hactpoiika NAT.
6.2.2.1. Hactpoiika Source NAT.
6.2.2.2. Hactpoiika Destination NAT.

6.2.3. ITpoBepka NAT.

6.3. [IpoToKOJI CETEBOrO BPEMEHHU.

6.3.1. ITporokosn NTP.
6.3.1.1. O6mas nnpopmanus o nporokose NTP.
6.3.1.2. Anroputm Map3yiiio.
6.3.1.3. Uepapxus NTP.
6.3.1.4. KoMaH1pl HACTPOMKH.
6.3.1.5. JImarnoctuka.
6.3.1.6. IIpumep Hactpoiiku NTP.

3 yaca

JlabopaTopHas:

6.1. Hactpoiika npoTokosa tuHamMuueckoi koHdurypamnuu yzna (DHCP). 6 yacos

6.2. HacTpotika mpoTOKoJIa THHAMUYECKOW KOH(pHUTyparuu y3ia ¢
ucnonbs3oBanueM perpancistopa (DHCP relay).

6.3. HacTtpolika MexaHu3MOB IipeoOpa3zoBanms ceTeBbIX aapecoB (NAT).
6.4. HacTpoiika CHHXpOHHU3aMHU MapIIpyTU3aTOpa C CEPBEPOM CETEBOTO

Bpemenu (NTP).

HaumenoBanue

Onucanune

Bpems

Tema:

7. CHHCKH KOHTPOJIS 10CTyNA.

5 yacoB

Onucanmue:

7.1. O0mme cBenenus 00 ACL.
7.2. TUIbI CIUCKOB KOHTPOJIS IOCTYTIA.
7.2.1. Knaccuduxarusi cnuckoB KOHTPOJIS TOCTyA.
7.2.2. Crannaptasie ACL.
7.2.3. Paciuinpennsie ACL.
7.2.4. Pexomennanuu no cosnanuo ACL.

3 gaca
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7.2.4.1. OT 9acTHOTO K O0IIEMY.
7.2.4.2. Ot Gosiee MPUOPUTETHOTO K MEHEE IPUOPUTETHOMY.
7.3. Kondurypamms ACL.
7.3.1. Koudurypanus crannaptasix ACL.
7.3.1.1. Coznanue ctangaptabix ACL.
7.3.1.2. Illpumep coznanus crangaptHoro ACL.
7.3.2. Konduryparmus pacmmpenubix ACL.
7.3.2.1. Coznanue pacmupeHHsix ACL.
7.3.2.2. Ilpumep coznanus pacmmupenHoro ACL.
7.4. Haznauenue ACL Ha unTepdeiic.
7.5. IIpoBepka u quarnoctuka ACL.
7.6. PenaxtupoBanue ACL.
7.6.1. U3menenune onucanus ACL.
7.6.2. lobaBneHue, yJjaleHle U AeaKTUBALMS TPABHJI.
7.6.3. I3MeHeHue yCIIOBHUM U ACHCTBUI B MpaBUIax.
7.77. JIONIOJIHUTEIIbHBIE MAaTEPUAIIBI.

JladopaTopnasi: |7.1. Cozmanue CriMCKOB KOHTPOJIS JocTyna Ha mapupytuzatope (ACL). 2 4aca

HaumenoBanue Onucanue Bpems

Tema: 8. MacmTadupyeMoCcTh M H30LITOYHOCTD JIOKAJIBLHOM CETH. 8 yacos

Onucanue: 8.1. Nepapxuueckue ceTu. 4 yaca
8.1.1. OcobeHHOCTH TIJITAHUPOBAHUS CETEH Pa3IMYHOI0 MaciTaoa.
8.1.2. Cnenuanuzanus CETEBBIX YCTPOUCTB.

8.1.3. KoMmMyTatopsl ypoBHs AOCTYyTIA.

8.1.4. TpeboBaHHs K KOMMYTaTOpaM YpPOBHS JOCTYyIIA.
8.1.5. YpoBens arperaiuu.

8.1.6. TpeboBaHMsI K KOMMYTAaTOpPaM yPOBHS arperaum.
8.1.7. YpoBeHns siapa.

8.1.8. TpeboBaHusl K KOMMYTAaTOpaM ypOBHS sApa.
8.1.9. lomeH oTkasa.

8.1.10. MacmtabupyemMocTh CeTH.

8.1.11. PezepBupoBanue u U30bITOUHOCTD.

8.1.12. Pe3epBupoBaHHE TOUEK JOCTYTIA.

8.1.13. Pe3epBupoBaHue Ha YpPOBHE IOCTYIIA.

8.1.14. PezepBupoBaHNE HA YPOBHE arperarui.

8.1.15. PesepBupoBaHue 1 M30BITOYHOCTH HA YPOBHE sAJpa.
8.1.16. Mepapxuueckas CETh C pe3€pBUPOBAHUEM.

8.2. IIpotoxou cBs3ytomero aepesa (Spanning Tree Protocol, STP).
8.2.1. Ilpobaemsl pu 0Opa3oBaHUU MeTeNb Ha ypoBHE L2.
8.2.2. IlpenotBpaiieHue nerenb Ha ypoBHe L2 u npotokon STP.
8.2.3. BbIOOpBI KOPHEBOTO MOCTA.

8.2.4. Ponu moptoB B mpotokoiie STP.

8.2.5. Cocrostnus noptos B STP.

8.2.6. U3menenue Tononorun STP.

8.2.7. Hacrpoiika nporokosia STP Ha kommyTaTopax MES.
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8.2.8. [Ipuniumn pabotet RSTP.
8.2.9. I'pannunsle (edge) u HerpaHnuHbIe (non-edge) MopTHI.
8.2.10. Hactpoiika npotokona RSTP na kommyTtaropax MES.
8.2.11. Multiple Spanning Tree Protocol (MSTP).
8.2.12. Hactpoiika npotokona MSTP na kommyTtaTtopax MES.
8.3. Arperanus kananoB — Link Aggregation.
8.3.1. [IpuHITMTIBEI paOOTHI arperauu KaHaJoB.
8.3.2. Cratnueckas arperanus KaHaJjoB.
8.3.3. Ilunamuueckas arperanusa kananos. [Iporokon LACP.
8.3.4. Hactpoiika pexnMoB pabOoThl KaHAJIbHBIX HHTEP(HEHCOB.
8.4. N36pITOYHOCTH HA ypoBHE L3.
8.4.1. HeoO6X0muMOCTh pe3epBUPOBAHUS 1IUTI03a 10 YMOTYAHUIO.
8.4.2. ITpuniun padotsr VRRP.
8.4.2.1. lybnupoBaHue MapuIpyTU3aTOPOB.
8.4.2.2. CuHXpOHU3AIMs MAPIIPYyTU3aTOPOB.
8.4.2.3. CocTosiHUS MapLIPYTU3aTOPOB.
8.4.3. Komanas! HacTpoiiku VRRP.
8.4.4. IlpuopureTHoe BriTecHeHue (Preempt).
8.4.5. Inarnoctuka VRRP.
8.4.6. IIpumeps! HacTpoiiku VRRP.

JlabopaTopuasi: |8.1. Hactpoiika npotokosna ceszyroiero aepesa (RSTP). 4 yaca
8.2. Hactpoiika npoTokosa yrnpasieHus arperanueid kanainos (LACP).
8.3. Hactpolika npoTokoJia pe3epBUpPOBaHUS BUPTYaJIbHOTO
mapmpytuzaropa (VRRP).

HaumeHnoBaHue Onucanue Bpems

Tema: 9. I'100aJILHAA CeTh. 3 yaca

Onucanmue: 9.1. Obume cBeneHusl. 3 vaca
9.1.1. XapakTepucTUKH T7100aTbHOM CETH.
9.1.1.1. Tononorun WAN cereil.
9.1.1.2. KoMmMmyTanus kaHajaOB U MAKETOB.
9.1.1.3. WAN B mozenu OSIL.
9.1.1.4. TepmuHOIOTHS T100ATBHON CETH.
9.1.2. MacmitabbI ceTei.
9.2. Cetp onepaTopa CBA3H.
9.2.1. TexHonoruu BHyTpH OllepaTopa CBSI3U.
9.2.1.1. IS-IS.
9.2.1.2. MPLS.
9.2.1.3. QoS.
9.2.2. TexHONMOrMM NOJKIOYEHHSI MEXKIY OllepaTOpaMH.
9.2.2.1. SONET u SDH.
9.2.2.2. CWDM u DWDM.
9.2.2.3. WAN Hna ocnose Ethernet.
9.2.3. TexHoNmorMu NOAKIIOYCHHSI A0OHEHTOB.
9.2.3.1. Tenedonuble THHUH.
9.2.3.2. KaGenpHOE MOIKITIOYCHHE.
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9.2.3.3. Ethernet.
9.2.3.4. becripoBO/IHbIE TEXHOJIOTHUHU.
9.2.3.5. CniyTHHKOBAs CBSI3b.
9.3. TexHOJ0TUM MOBEPX APYTHX.
9.3.1. PPP.
9.3.1.1. LCP u NCP.
9.3.1.2. PAP u CHAP.

9.3.1.3. PPPoE.
9.3.1.4. MTU.
9.3.2. TyHHenupoBaHue.

9.3.2.1. GRE.

9.3.2.2. IPsec u VPN.

9.3.2.3. DMVPN.
JlabopaTopuasi: | —
HaumenoBanue Onucanue Bpems
Tema: 10. MOHMTOpPHHI ¥ ynIpaBJIeHHE. 8 yacos
Onucanue: 10.1. ITporokon o6HapyxeHus: kaHaibHOro ypoBHs (LLDP). 3 gaca

10.1.1. OGmue cBeneHus.
10.1.2. ®ynxuuonuposanue nporokosaa LLDP.
10.1.3. Hacrpoiika LLDP Ha ycTpoiictBax Eltex.
10.1.3.1. BkiroyeHne/0TKII0YEHHE TI00aIbHO U Ha
OTJIEJIbHBIX [TOPTaX.
10.1.3.2. Hactpoiika Taiimepos nepenauun LLDPDU.
10.1.3.3. Hacrpoiika nepegaBaemoi nHGOpMaIuu.
10.2. 3epkanupoBanue Tpaduka.
10.2.1. JIokanpHOE 3epKaTHPOBAHUE.
10.2.2. Y nasieHHOE 3epKalIupOBaHNUE.
10.2.3. Hactpoiika SPAN (10kanbHOT0 3€pKaJINPOBAHUS).
10.2.4. Hactpoiika RSPAN (ynaneHHOro 3epKaJipOBaHUs).
10.2.5. ITposepka SPAN.
10.3. CucreMHBIi KypHal.
10.3.1 Xapakrepuctuku Syslog.
10.3.2. Ilpunnun pabotsl Syslog.
10.3.3. ®opmar cooOmieHusl.
10.3.4. Hacrpoiika Syslog.
10.3.5. IIposepka Syslog.
10.3.6. IIpumep Hactpoiiku Syslog.
10.4. Cornamenue o0 ypoBHE 00CITy’KUBAaHUSI MHTEPHET MTPOTOKOJIA.
10.4.1. Xapakrepuctuku Eltex IP SLA.
10.4.2. [Ipunnun pa6ots! [P SLA.
10.4.3. ba3oBas koHdurypanus Sender.
10.4.4. ba3oBas kordurypanus Responder.
10.4.5. IIposepka Eltex IP SLA.
10.4.6. I[Tpumep nactpoiiku Eltex IP SLA.
10.5. Pe3epBHOE KONMMPOBAaHUE U BOCCTAHOBJICHHE.
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10.5.1. imsa aitna korduryparmm.
10.5.2. Pe3epBHOE KOMMPOBAHHUE C TTOMOIIBIO TEKCTOBBIX (DAiiIOB.
10.5.2.1. Pe3epBHOE KOMMUPOBAHUE C TOMOIIBIO 3aXBaTa
TEKCTa.
10.5.3. Pe3zepBHoe konupoBaHue ¢ momonisio TFTP.
10.5.4. PezepBHOe konupoBanue ¢ nomoiibio USB-nopTos.
10.5.5. ABTOMaTn4eckoe pe3epBHOE KOMMMPOBAHUE.
10.5.6. [Ipumep HACTPONKU PE3EPBHOIO KOMMPOBAHUS
KOH(puryparum.
JlabopaTtopuas: |10.1. Hactpoiika nporokosa LLDP na mapuipytusaropax. 5 yacoB
10.2. Hactpoiika mapuipyTu3zaTopa i OTIpaBKH syslog-cooOmieHuii Ha
yAAJEHHBIN CEpPBEP.
10.3. Hactpoiika nmokansHOTO 3epKkasimpoBanus (SPAN).
10.4. Hactpoiika oTnpaBKu pe3epBHBIX KONHi (aitnoB KoHUTypauu Ha
TFTP-cepBep.
HaumenoBanue Onucanue Bpems
Tema: 11. ITouck u ycTpaHeHHe HEMOJIA0K. 3 yaca
Onucanue: 11.1. [Ipouenypa noucka U yCTpaHEHUSI HEMOJAIOK. 3 yaca

11.1.1. C60p naHHBIX O CUMIITOMAX.
11.1.1.1. JlokymMmeHTHUpOBaHHE CETH.
11.1.1.2. JInarpaMMbl TOIIOJIOTUU CETH.
11.1.1.3. bazoBble oKa3aTean CEeTH.
11.1.1.4. U3mepenue JaHHBIX.
11.1.1.5. Onpoc KOHEYHBIX MOJIb30BATENIEH.

11.1.2. M3onsauus HENoONa0K.
11.1.2.1. Ucnons3oBanue moaenu OSI.
11.1.2.2. MeTtoap!l onucka U yCTpaHEHUS HETIONAIOK.
11.1.2.3. CpenctBa moucKa U yCTpPAHEHUS HETIOJIAI0K.

11.1.3.Ycrpanenue HENonaaokK.
11.1.3.1. Tlouck u ycTpaHeHHE HEMOJIAI0K Ha (PU3UIECKOM
YPOBHE.
11.1.3.2. Tlouck u ycTpaHeHHe HEIOJIAI0K Ha KaHAITbHOM
YPOBHE.
11.1.3.3. Tlouck u ycTpaHeHHE HEMOJIAI0OK HAa CETEBOM
YPOBHE.
11.1.3.4. Ilouck u ycTpaHeHHE HEMOJIAJOK Ha TPAHCTIOPTHOM
YPOBHE.
11.1.3.5. Ilouck u ycTpaHeHHE HETIOJIAJ0K Ha YPOBHE
TIPUJIOKEHUN.

11.2. OmmOku Ha KOMMYTaTOpax.

11.2.1. ITpoGaemsr ¢ IP-anpecanueii cetu VLAN.

11.2.2. OrcyrcrBytomue cetu VLAN.

11.2.3. Hemonaaku B paboTe mopta KOMMYTaTopa.

11.2.4. Hemonagku B pabote nnatepdeiica.

11.2.5. Omu6xku B IP-anpecarym.
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11.2.6. Henmonaaku B HacTpoiikax KOMMyTaTopa ypoBHs 3.

11.2.7. IlpoGieMbI ¢ TPAaHKOBBIMH KaHaJaMH.

11.2.8. ITpo6aemsr HacTpoitku STP.

11.2.9. Hemonaaku B paboTe arperupoBaHHBIX HHTEPEHCOB.
11.3. OmmOku Ha MapIIpyTU3ATOPAX.

11.3.1. Omubku B Hactpoiike ACL.

11.3.2. Ommbku B HacTpoiike NAT.

11.3.3. Omubku B Hactpoiike DHCP.

11.3.4. Omm6ku B HacTpoiike GRE.

11.3.5. Omubku B Hactpoiike VRRP.
11.4. Ilouck u ycTpaHEeHHE HEMOJIA/IOK CBA3M B ceTsx [P.

11.4.1. IlpoBepka pU3NIECKOTO YPOBHSL.

11.4.2. ITpoBepka aapecaruu 1 NUTIO3a.

11.4.3. [IpoBepka paBUIIBHOTO IYTH.

11.4.4. IIpoBepka TpaHCHOPTHOTO YPOBHSI.

11.4.5. IIpoBepka DNS.

JlaGoparopHasi: |—

HaumeHnoBanue Onucanue Bpems
Tema: 12. Texnuveckasi NOJAEPKKA M IVIAHUPOBAHUE CETH. 3 yaca
Onucanue: 12.1. Pabora TexHuaeckoit moaaepxku MaTepaer-nposaiaepa. 3 yaca

12.1.1. Opranu3zanus ciyO0bl noaaepxku MHTepHeT-npoaiiaepa.
12.1.2. Ponu TexHuyeckux crienuaauctoB MaTepHeT-npoBaiaepa.
12.1.3. OO01ieHue ¢ KIMeHTaMH.
12.1.4. Co3naHue 1 UCTIOIb30BAHUE 3aMUCEN CITYKObI MOIEPIKKH.
12.1.5. Pabora y kiueHra.
12.2. [InanupoBaHre OOHOBJICHUS CETH.
12.2.1. OcMOTp MECTOTONIOKEHUS Oy TyIIel CeTH.
12.2.2. lokyMeHTUpOBaHKE TPEOOBaAHUIA.
12.2.3. DTanbl 0OHOBIIEHUS CETH.
12.2.4. ®aktopsl pu BEIOOpE yCTPOUCTB JUIsl HEOOJBIION CETH.
12.2.4.1. ®usnueckas cpena.
12.2.4.2. Tlpoknaaka kabens.
12.2.4.3. IIpoeKT NpoKIaaKH.
12.2.5. Bb1O0op ceTeBhIX YCTPOUCTB.
12.2.5.1. BeiGop koMMyTaTOpa.
12.2.5.2. Beibop mapuipyTtuszaTopa.
12.2.5.3. Haie’kHOCTh M 1OCTYHHOCTh CETH.
12.2.5.4. Cxema [P-anpecanun.
12.2.5.5. [IpucBoeHue agpecoB yCTpOUCTBaM.
12.2.5.6. Pe3epBupoBanue cepBepHO (hepMBbl.
12.2.5.7. llpuopuru3anus Tpaduka.
12.2.5.8. Haubosee pacpocTpaHCHHBIE TPUTIOKCHUS.

JlaGoparopuasi: |—
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HaumenoBanme Onucanue Bpems
Tema: W TOroBsIii TECT U IMPAKTUYECKUN DK3aMEH. 5 yacoB

B pamkax 1aHHOTO Kypca Mpe0CTaBIIsIeTCs OJIHA MOMBITKA MPOX0XKICHUS CEPTUPUKAIIMOHHOTO HCIIBITAHUS,
KOTOpasi MOKET OBITh UCIIOJIb30BaHA B JICHb 3aBEPILICHHS Kypca.

B ciyuyae HeymauHOTO 3aBepIIIeHHsI, MOYKHO 00OPaTHTHCS B KOMMEPUYECKHI OTAEI sl TPUOOPETeHHUS
TUTATHOW JIOTIOJTHUTEIBHOM MOTBITKH.

[TnaTHOM MOMBITKON MOKHO BOCIIOJIB30BATHCS B TEUCHUE OJJHOTO KAJICHAAPHOTO MECAIIA TOCIIe 3aBEPIICHHS
o0ydeHusl.

Bpems Ha camocTOoATENbHYIO pabOTy BKJIIOUEHO B 001N 00BEM YacoB.
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